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How to Access Citrix with PIV Card

Introduction

This document provides instructions on how to:
e [Log on Citrix e Open an application e Log off Citrix

e Resolve errors and known issues e Get more help

A PIV (smart) card and card reader are required, along with Windows 7 (or later)
operating system. You will also need to know your PIN.

Logging on Citrix
1. Insert your PIV card into the card reader.

2. Use Internet Explorer (Version 11) as your browser and navigate to Citrix, located at
https.//citrix. nms.gov. The End User Agreement appears.

3. Click I Agree. The certificate window appears.

4. Determine the correct certificate by following these steps:

( Windows Security | = | )

Select a Certificate

== MARYPOPPINS

| J Issuer: Entrust Managed Services 55...
I & Valid From: 2/25/2015 to 2/24/2018
E—

Click here to view certificate prope... «
4| MARY POPPINS

| Issuer: Entrust Managed Services 55...

| i Valid From: 2/25/2015 to 2/24/2018

o) (ot ]

a. Select the top certificate and choose Click here to view certificate properties.

b. Click the Details tab, scroll down and select Subject Alternative Name.
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c. Verify that the Principal Name (in the white box) is the same as your Domain
User Account (not e-mail address), for example: [your User ID]J@mms.gov.

e |[f so, click OK at the bottom of window to return to the certificate window

to proceed with step 5.

e |If not, click OK at the bottom of the window to return to the certificate
window to select another certificate, choose Click here to view certificate
properties, etc.

5. With the correct certificate highlighted in the certificate window, click OK.

6. Enter your PIN and click OK. If you do not see the PIN prompt box, make sure it did
not pop up behind another window.

Windows Security Ed

Microsoft Smart Card Provider
Please enter your PIN,

PIN
|i bin

Click here for more information

The Citrix portal appears with your application icons.

Enterprise IT Service Desk 2



How to Access Citrix with PIV Card — v2.2 May 2016

)

e rm—— 0= ac]@ cmteem

Note: If you see an Add Account window appear, asking for your work email or
server address, click Cancel to close the window.

Opening an application

Once you have logged on Citrix, open an application (for example, Excel or Word) by
following these steps:

1. Single-click the icon of the application.

2. When the Warning to Users of this System appears, click OK.

'] i
%/ Windows Server 200z
Standard
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3. You may see a “reading smart card” message briefly. Once your card has been read,
click the Smart Card logon icon.

Windows Logon

Other User

% Windows Server-200e
~ Standard

Note: If you only see the Other User icon, see Windows Logon — No Smart Card
Option on page 7, for two possible solutions.

4. Type your PIN and either click the right arrow key or press Enter.

‘windows Logon

:’ﬁ Windows Server-2008

Standard

5. Your chosen application will indicate its launching progress.
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Starting...

-

|;v'] Maore information

The application opens.

Logging off Citrix Portal

1. Click the drop-down arrow beside your name at the top of the Citrix portal, and
select Log Off.

Poppins, Mary -

Log Off

2. After a few seconds, the You have logged off successfully message appears. Close
your browser.

Note: Close your applications as you normally would.

Resolving errors and known issues

“Access is Denied”

Problem: You see an Error: Access is Denied message after selecting a certificate and
entering PIN.

=5 E=E =x=

e{\':?,”@ https://piv.citrxm. O ~ @ G || & piv.citrix.mms.gov | | AN

File Edit View Favorites Tools Help

»

{._‘5 a Suggested Sites + [ Google Calendar M Gmail ﬂ Citrix Access Gateway

Error: Access 1s Denied. Extraction from Client SSL Certificate Failed.
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Solution: This error means you selected the incorrect certificate. See step 4, starting on
page 1 above to determine the correct certificate.

“This page can’t be displayed”

Problem: You see a This page can’t be displayed error message after canceling the
certificate option box.

3 B it Veren i gen 9= 0 Thic page can't be diiplayed

e EdR View Favertes Tool Help

B e @B regscy 1 inbox - jameslongueiiGe.., [ Servicetion BTCS [§) den [ ren @l nol T Google B MM Cirix Webs Interface [ cotein

This page can't be displayed

Tunon TLS 1.0, TLS 1.0,
https://citrix.mms.gov agai
protocol, Please contact the

ry connecting 1o
that this site wses an unsupported

Solution: (1) Remove PIV card from reader. (2) Close all browser windows.
(3) Relaunch Internet Explorer.

“Unable to launch your application ... SSL Error 61”

Problem: You see a dialog box that reads, “Unable to launch your application . .. SSL
Error 61 ... You have not chosen to trust “DigiCert SHA2 Secure Server CA . ..”

Unable to launch your application. Contact your help desk with the following
l_\ information:
o Cannot connect to the Citrix XenApp server.55L Error 61: You have not chosen

l to trust "DigiCert SHAZ Secure Server CA", the issuer of the server's security
certificate.

Solution: The certificate for the new Citrix site must be installed manually:

1. Click the padlock icon at the right end of the URL address bar and select View
certificates.

|
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= a Website Identification
]

9% &) Suggested

DigiCert has

piv.citrix.mms.gov
This connection to the server is encrypted.

Should Itrust this site?

View certificates

2. Click Install Certificate... at the bottom of the dialog box.

| Certificate ==

1 | General |petails | Certification Path

L= g Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to:  piv.dirix.mms.gov

e T

Valid from 1/ 25/ 2016 to 1/ 30/ 201%

[Insmll Cerh'ﬁcate...] Issuer Statement ]

ﬁ

Learn more about certificates

fm———

3. Select the defaults for the next three prompts during the installation process.

Windows Logon — No Smart Card Option

Problem: You see no smart card option at the Windows Logon screen and can only
choose Other User. (See step 3 on page 4 above for reference.)
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‘%% Windows Server-200s
~ Standard

Solution 1: Press the Cancel button and re-launch the application.

Solution 2: Select the Other User icon and enter your username (User ID) — beginning

with MMS\ — and your network (Windows) password. Either click the right arrow key
or press Enter.

Get more help!

If you need assistance with Citrix, please contact the Service Desk.
Enterprise IT Service Desk — Serving BSEE, BOEM, and ONRR
Direct: 303-231-3333 or Toll Free: 877-256-6260

Email: Enterprisel TServiceDesk@bsee.qov

Self-Service: https://bsee.service-now.com/Portal/

Be sure to call if you need immediate assistance.

MAKING SERVICE BETTER WITH YOU IN MIND!

Enterprise IT Service Desk
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